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Synopsis

Basic Information Security Technologies ~ Encryption Technology ~
Hideyuki KUBOTA

The term “security” is generally used to mean safety from manmade threats made with malice.

With the advent of the information society and the need to protect information, an intangible asset, “security” is often used to refer to
“information security.” Since it has become difficult to protect information by the traditional means of lock and key, encryption has been
adopted as a means of protection.

Although conventionally, the common-key encryption method, an approach that involves the use of a common secret key by both sender and
recipient, has been used for encryption, this method presents the problem of how to share keys in advance.

On the other hand, while public-key cryptography, a method that has been advanced in recent years, eliminates the need to share secret
keys, the processes of encryption and decryption takes time, making this approach unsuitable for tasks such as exchanges of large amounts
of information or real-time information exchanges. To get around this problem, it has become common practice to share secret key (common
key) in advance of information exchanges using public-key cryptography and using this key to encrypt the text of the information before
transmission.

When using public-key cryptography, the recipient uses the public key for encryption, and this makes falsification of the sender easy. To
check for sender falsification, a method known as “digital signature” is used.

PKI (Public Key Infrastructure) is a mechanism for the effective use of digital signatures. Certificates issued by a Certificate Authority (CA)
guarantee the reliability of digital signatures. This approach is used for purposes such as encrypting web communications and preventing

spoofing of senders of information.
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