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F1E FU- o 3-Shutdown D45

1.1. =

FU- « 3-Shutdown [ Z[d]— %> ’7—Z(TCP/P) LIZFET HDE OV — &y Mo S
HZEMFRETT,

AT LHERLEL T, UPSIZ FU- « 3-LANBOARD % 32251 | 2D UPS oM DY — 28
ARSIV, ZHDH— DA — Ry "N —7 FICHFET A6 2B ELET, ZbDH—
N2 FU- @ 3-Shutdown A Ah—/LLEY, (EEFRAK, UPSEZHIHL TW\5 FU-«
3-LANBOARD (&, S L TS — N2k N —Z(TCPAP)R I T vy b 7 AR
EVET, Y= NT vy M UARTEZETHILT, OSOY AT LT vy ?/%Fﬂ‘%ﬁébi
R

RKITRNT =T 2T DITIELL FORENSLE T,
FU-a 3-LANBOARD 1048XX 77—AU =7
x5 UPS FU-a3 >V —X
Z DA LAN #—7 L, TCP/IP (Fr k=)

1.1.1. HRERFEIRE

FU- o 3-Shutdown 2 3 2IZIFZLL FOBREAHEEL 7,
> CPU (Pentium) 200MHzLL |
> AEU 128MB UL E
> N—RTARIDZEEFEE 100MB L L

1.1.2. ®thts OS
AKYTR7 =27 TILLL FOOSITH L TWET

Redhat ES 3

Redhat ES 4

Redhat Enterprise Linux 4
Redhat Enterprise Linux 5
Redhat Enterprise Linux 6
Redhat Enterprise Linux 7
Vine Linux 6

CentOS 5

CentOS 6

CentOS 7

openSuSE 10

openSuSE 11

openSuSE 12



1.2. #4gE

ARYTRT =TT ORERER DY E 4,

Ty NEB Y Yy MU VERERETDE, VAT AELZRI VY Yy REAUVLET,
~a 75 NE AVAR=NT 4 L7 NUAND [doshutdown.sh] & A ¥~ A X§HHETY

AT LYYy KR RN T 0 7T LB ETT A ENAFETT,
FU- @ 3-LANBOARD U @3 LANBOARD OEhffa i L £

DER ¥ v MU AR EE#ET S FU-a 3-LANBOARD [ C0il(s 4 sl ik

b i‘?—o

Yx vy hED v Yy M UUREEREEY A EBALTYy v YU U ERORENR
EB DL T2ET, Hm LERAES O v v MU URAREL 20 £,

UPS OTEBREED 2 60 UPS 2 oERtiaE STV L ILRME Y AT 5T, TLRMHEART
ey NETY R ROTBEDRE I Ny 7T v THERHC Y v v b T LET,



FT2E A AM—)L

2.1. AV AR—ILDRIIZ

AV A=V T U A AN IVONEEEATIG A NIA— S —2—H (root) IZ72 > THDAT > TLTE
S, A== —P (root) 2R DT, FOa~< o RE2FE{TLE T, (Solaris, Linux Hi#)

su —



2.2. LInux(RPM 774 JLIZ&B AV Rh—)L)

#vom—RLU7Z RPM OF 4L 7RI EIL T TSV,

1. rpm I~ REZEHLTA A=A ZITWET, L TOa<v a2 AN LTSN,

Redhat or Cent OS D45

rpm -ivh FU-A3-Shutdown-X.Y.Z'-EL53.1386.rpm

Suse Linux O4&

rpm -ivh FU-A3-Shutdown-X.Y.Z2-SUSE11.1586.rpm

2. fusrflocall DT 4L 7k “Netshut” T 4L 27 I 2MERKSIL, “Netshut” 7L Z D
WENENRRSNET,

... MR (100 % ]
1:FU-A3-Shutdown  #HHHHHHEHHHEHHHEHHER]100%]

3. FilavoRIn7urF4 (Netshut 5 —F2) ZBRAEI T £,
/sbin/service Netshut start

4. LI ETAVAR—IUITZ5E T TT,

LXYZ IR —Va %2Rk LET, XIIATYY—_"—Var YiEE~vAFT—R"—=Va ZIZELVRAA—=Va 2R LET,
2 XNYZIEIN—=TarEwRLET, XFATVYy—N"—=Var YiE~vAF—R_"—=TVar ZIFELVRRA=Var2RLET,



2.3. Solaris(PKG 77 ILIZ&KHAAR—)L)

2o —RUT- PKG 77 ANV EARE LT T 4L 7 IS 8%
A A=V EEfEL T T,

1. PRG 77 ANzt —f&, At =7 AL 7RICBEIL TFSW,
cp FU-A3-Shutdown-X.Y.Z-ARCH?.pkg.gz /usr/tmp

cd /usr/tmp

2. gzip AU RICIVRH ATV ET,
gzip -d FU-A3-Shutdown-X.Y.Z-ARCH.pkg.gz
3. pkgadd =~ RZFEITL, AL AR—LEATWVET,

pkgadd -d FU-A3-Shutdown-X.Y.Z-ARCH.pkg

4. all £721% Enter TA L AM—/L &Mkl L £9

(fl: 7—%TIF ¥ 1386 DEE)

The following packages are available:
1  FU-A3-Shutdown FU-A3-Shutdown
(i386) 4.5.2N

Select package(s) you wish to process (or "all’ to process
all packages). (default: all) [?,??,q]:all

8 XYZ A=V arsxELET, XEAVYy—"—Var, Yid~vAF—_"—Var ZIZELRIA—Y a0 %% LET, ARCH
W7 —X%T7 7 FxLErmLET, T—FT7 7 F v 4131386 L sparc 2 ENH Y 97,
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“YVEANILTA A=V Ziflkfe LE T,

FU-A3-Shutdown(i386) 4.5.2N

NTT FACILITIES, INC.

{/usr/local> &/ r—YDR—AT LN ELTHERALET,
#t o — U RA LB T,

#t AT LMEHA AT,

#t T A A FIRO B AR T,

#t T CICA LV ANV D=V O EEE MR T,
## setuid/setgid #4797 0/ I LB BAEF TY,

ZDOR =N, RNV DA A= VAL I A— R — 2 — P —D
T IR AMECEITT DAV TN EENTOET,

<FU-A3-Shutdown> DA AM—/LZAkGELETD [y,n,?]y
FU-A3-Shutdown % <FU-A3-Shutdown> &L CAYAR—/LHTT,

## preinstall A7V 7 M FATH T,
## 1/1 R EAL A=A L TNET,
/usr/local/Netshut/Install.sh
/usr/local/Netshut/Netshut
/usr/local/Netshut/Netshut.conf
/usr/local/Netshut/Netshut_uninstall.sh
/usr/local/Netshut/Netshutcmd
/usr/local/Netshut/doshutdown.sh
/usr/local/Netshut/init.Netshut
/usr/local/Netshut/wkill

[ 79X <none> AL TCNET ]
## postinstall A7V R LZITH T,

<FU-A3-Shutdown> DAL A= LIZRHILELT-,

5. Fita~vrRih7u/F . (Netshut 7 —F2) ZBASE £,
/etc/init.d/Netshut start

6. U ETAV A= VIT5E T TT



%£3% FU-a3-Shutdown D&

3.1. Y—ERDEB /=1 BEH

FU-a3-Shutdown (339272757 RTF —F (Y 2—/L4 :Netshut) L TEBILET, OS
DELE T 5 FU-a3-Shutdown & H# TSN ET, (7 74/LRTlid run level = 2, 3, 4, 5
THEEELET, )OS NEEL/OIREDNLFETHAG, 15 1L, FFEEIZATIIITIROFIEEE
fiL TL7ESVY,

Linux O4E
1. T—Fr%2RBETAHIILL FOa~  REFEITLET,
/sbin/service Netshut start

2. FeEL AT B FOav  FERTLET,

/sbin/service Netshut stop

3. T—EUEFEENT AT FOav  REFEITLET,

/sbin/service Netshut restart

Solaris DFE

1. T—FV B TAICIILULTOa~<  REETLET,
/etc/init.d/Netshut start

2. T—ELEEITAHNILL FTOa~  REETLET,
/etc/init.d/Netshut stop



3.2. O YME O UE B DERE
FU- a 3-LANBOARD 7oy ¥ v M UUAG 5 EIEEHKLIDIL 8 BFTERVET, 8 5L ED
PC i vy M U SHDIIET v M A FDERIE AT IR ET DL ERHVET,

Yy M AT B OfiRE

FU-a3-Shutdown
/x]\—lwﬁﬁ

”

M

-

FU-a3-Shutdown
) roar—ngn

FU-a3-Shutdown /I)/;q*’“ll/?ﬁj%
1 %y M UANEBDEEAA—Y

RTINS AR B OBESEC OV TRIILET,

1. vy M UAEZOEEIZIL fusr/local/Netshut | 1235 [ Netshutemd | &7 = — /L 2{# A

L%7, Netshutemd] DEHE) T A—HILL FOEYTI,
Netshutemd <#53%5%D IP-Address> <@{EHR— k> [-SC]

Ty MU UEEEERET S50 IP-Address #fHE L E 9, #ik
¥

Rk HeDuERIZIL, FU-a3-Shutdown 231 & A b —/L E7L TV B LEN
IP-Address D E+

i A — T Uy v N U UIEEEREET D TCP #fiih— MESE2EELET,
Hesl T A F 7 b Tk 17006] T,

a<r ROWNEZRELLET, 2077 7 %EHA LARWEEIT

= W LB N AT SN EE A
[ lusr/local/Netshut/doshutdown.sh | 1T FiEEY 2 — VA2 EIT TR LET,
lfusr/local/Netshut/doshutdown.sh | #7 % AT T ¢ X5 TRV T FEWY,
(B : L FDa<o Rl vi TR A ERLET, )
vl /usr/local/Netshut/doshutdown.sh

2.



3. LTI mEBMLET,
(f . LLF o3 3R T3 s 2% %t IP-Address 7% 192.168.1.100 . 192.168.1.101 .
192.168.1.102 D 3ETENENIBER—MIT 74/ ME (7006/TCP) 24 i+ 5854 %
RLET, )

#!/bin/sh

fusr/local/Netshut/Netshutemd 192.168.1.100 7006 -SC
lusr/local/Netshut/Netshutemd 192.168.1.101 7006 -SC
lusr/local/Netshut/Netshutemd 192.168.1.102 7006 -SC

sleep 1
Sync; sync; syncs

/sbin/init 0 &

exit 0

4. VL ETUvy MO ANGEEOIREREILSE T T,



3.3. UPS T RIERBDERLETE

TRBIFISO— 5L, 260 UPS MOERMAS T2 TR Tl A S w7
VXN T AT DR T A E N TEET,

3.3.1. UPS TR DR

TLRAER DY AT DRI Z LN FIORLET,

TLEERIZHIG U — O EREZZENZ O UPS 1 oiaEL, LAN xv by —2% UPS b2
FLET, UPS1 LT UPS2TILEMIME TRUVRIUIZIB W TN I Ty 77 &R T
e =TT vy MU LET, ZOBE XY NI —I %N L TUvy MU A BREESH
FTOT, BIEREKLD HUB S TR ERICHISL TODLERHET

UPS1
e
FU-a 3
_ANBOARD
TEERAGOY—
TLE BIR R ES
1 » HUB %
N
LAN S
UPS2 Q
X
FU-a 3-
LANBOARD
R

B2

2 UPS TLRERR DA A—Y
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TLERE R T A B e S vy "D UV AT AL T ERE R DM T2V IR RE (UPS1
X% UPS2D FARIDS X2 277 7 IBHA T ROl [ | /S A /S A AR S TRV VRER) TR 777y
THIEZITOE OS OV ¥y MU EFIGLE T, FU-a3-Shutdown (% OS vy MU DIE 5
A5 T 5L bI—H D UPS T LIkETF =2 (SNMP-GET) L, {2 Th D) OB AT
F9, BB AT AN EES o TH OS OV Yy M UAT TV ER A,

oo -

on 0S¥ ryharyY
FigR BE F B
 eSesma
S RSl
#E1(UPST) VAN JEE < >
o \\ (FU- & 3-Shutdown) 0SS yRaHY R
alati Ee! -
k-
OFffcccefpeccccccccannns I
M2 (UPS2) REFzv) SruMIIUES
(FU- o 3-Shutdown)
ON
OFfccccbeccccccccccccccbacsdraccscccncdoccnansnensesedea - .\_

—HDUPSH
BERELOT
SrINE VI ITh L

—HOUPSH
EERELDT
SRy ERRR

X 3 UPS LEHBRBEDOI vy M T AA—Y

UPS B3\ 77y @il oo 56 . Al UPS OIRBBIZ > T vy MUV IS FEATSNE T,

UPS1 (K0 UPS2 (A Xy h34 UPS) VAALE AT 87V
ST LR Ny 7Ty T iER L7z
Ny 7Ty TiER Ny 7Ty TG T3
NANAGEER (T8, BfE) Ry 7Ty Tifls T3
BEAEE Ry 7T TR T3
ik (FriE R) Ry 7Ty Tifls T3

£ INNVITITRED T 2 NI R

SEHIIET3.8.4UPS T ERER R D UPS IRREES I DWW T 2B BRI &,
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3.3.2. UPS TR DI (H—/\EEE DHER)
TLEAER CHEEE DOV — "Xy T 7T D561 ., VAT LEEIE vy M Ty ) D
FH— RN —HBREL, ZOY— DYy NI ZAIL T IO — "By N T
(M TAGHOEE) SEHINTL TLIZENY,

= YN OARHORE REBRARDY— i

FU-a3-
LANBOARD

W= tf

REHF—N

H—/\#2

o Mo

UPS2

H—/\#3

FU-a3-
LANBOARD

2

[ 4 UPS TLEMREF O — S EHE A A—

EE
17 TRT =382 BLOH — 43 [ LTURHEZ A %) (REDUNDANT=ENABLE) (ZL72UN TS, H— 382 5 8
O — 83 TILEMRA A LIS 6 S hDD vy M ARG SOIREEZEL Ty vy MU TEEE
/Vo

12



3.3.3. UPS T REEFDOHIFEIE
TR T FU- @ 3-LANBOARD OB EME KD IR ETALERHNET,

(1) SNMP (MIB) 77 2 ADFF o] i% iE
FU-a3-Shutdown 732% 0 UPS {k 8% SNMP (MIB) Z{#i > CEHL £ 0 MIB O 7 7 AZF 7]
R EL TSN, % E 1 FU- o 3-.LANBOARD D& =4/ Hrr (L, [UPS & HHik] —
[SNMP # &l 173577 > TS,
SR SNMPEETE ]

SNMP -5+ il FiE
Community .. UrPs JEMAFPRIVATE

IP Address Name Virsion MIE MIB MIB
o jo fo o |public satxis | [ =] # W ¥
O C A [public satEis | [V =] B W W~
O C (A [public n‘rlh%ﬁ| |m vI F W W
T T A [public FAbRIE | [ =] # F 3
o jo fo o |public satxis | [ =] F W ¥
FAFAFS TR [y ATy EEP  MIEFE Oy 4 50 T ER
TAFEFTRALES) o 0L, EOTOERT —) i) T,
TAFAFSy FERAN DO E RN E T,
JEMA |59 JOFFEEMA MIB)
B~ CrEgky C 2 E Nk O o E BN RS T 4T

BT S T ERTE 1 myh gt O g dhER

S TR {ERARG IE L
SHMP ¥+ — +& Read/ Write Fe B YD ERE

IP Address Read Write Gommunity

r r Ipul:ulic
o o o o 1 Jpublic
. FU-a3-Shutdown % 1 > &
0 0 0 0 [publ
o Lk Lk Ll [ B0 bl R L= #—30 IP TRL A
o o [0 [0 1 |public s
2E | ot |

5 SNMP (MIB) 7 7 2 AD AR E
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(2) UPS i iF i#EED OFF S E
UPS o115 1k1% FU-a3-Shutdown 72HFE il £3 DT, FU-  3-LANBOARD {5 1R &)

(1588) B E TIHFERF D UPS 715 IL#EREZ OFF LL TL7ZS0,

eEaml FLEEE (FEEE ]

1. FEELERDOOS vy 00,

W {SE 05 ey A
05 L o b DA DAAZ T

() A A LI EB05% o A DL Ghutdown {550 BT £ |
seaqnl s FU- « 3-LANBOARD |- Ti%
@) {BFEEO BRI - LS b b ML Shutdown (5] T =y 7&5 L TTESUY,

W 052 ¢y -4 22 RRDLESRR - |3 )

IR L el R f

EA{FIERERERCIERELL ST, BAFLERESEFERT IR NEFFLLET,

#E | ot | iMERE |

6 UPS i /115 IL#RED OFF & &

TEE
FEIEBIE (AU RE DB IR DR EIT ON EE ISRV ET DT OFF (23528 ETaEt A,
EIR@EmE FLEENE U RERE ]

1. A< FEEROOSY vy b, i
[ TRERISI0SY ey b4 ™Y
I [ EEREEHIEI05T b
[T Fa s 055 o A
W THAOFF, 13U 5 —F RPEIE 05 by A ™S
2 {2 EEBOEAHELE A
™ T3 AR Hhis
[T EER B B hiE e
Y IR .- 5 T 2.1 -
' M N0FF, 1130 5 — e S L O Fro AT HFONT D) I
IR - T T T
b F A IO {3 1 B SRR,

AR
F AT — L BEETO 51k
IZEAEENE T,

gE | et | mEE |

X 7 UPS H 188D OFF &R} E
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(3) MEHMRKLIZ2 5D UPS® ﬂ*fﬁ%ﬁﬁzé
TLERR L 2 50 UPS 2 L7= FU- a 3-LANBOARD D% E T Fitik EIXFECICA25 oL
TLIEENY,

> EIRENE (1) R E

> AFIEEME VT V) BRIE

> AFIREE (AU BRGE

&> ATV a—)VERIE
¥Web #{EICLAH ) OFF #5413 UPS#H1 BX UPSH2 TN N THEITTHLERHE
¥

Web #{EIZ LD H ) OFF ¥845713 UPS#1 BL N UPSH2 ML N TEITTDMLENHVET,
FNEFNTEITTHEAEIZTFORCRE_ SHUTDOWN_TIME | T8 & L7- R LI FE ML T E &,
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3.3.4. UPS T R#EMED UPS IREEESIRIZDILNT

UPS DARBEFEZRIT SNMP Get (255 UPS OYRREREFR TITUWVET, SNMP Get §°5 OID IZ JEMA-MIB (2720 F
K

92 MIB Ly b B
oo R NE S MoV

£ 2
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3.4. FU-a3-Shutdown D&% 5E
FU-a3-Shutdown D& E7 7 AV &k T 5 HCEIEREL I AL~ A X T HENAHETT,
RIET 7 ANDERITL T OFIETTVET,

1. T/usr/local/Netshut/Netshut.conf| %7 % Ab=F 4 X ZETEIWVT VY,
Bl LA Foa< R Tl vi TSRS ZRLET, )

vi /usr/local/Netshut/Netshut.conf

2. FHRTEHBOME(=I0AP)ZEEL T, EEXRFLET,
AR EHEBIZTFTRESZBRLTEIV,
o B il
=un Ij;]';'?
1024~49151 BAE[1-65534]F ASILET,
PORT XN TANE B EZIET D TCP DR—IE S22 ELE
(7006) +
IP 7 R R [k dkk kokk kxk ]2 A HLET,
Yo hE A B EE(E T D FU- o 3-LANBOARD @ IP 7R
IP ADDR [IPv4] LAZIREL T RI, ZZTHRESNZ IP TRLAD FU-«

(0.0.0.0) 3-LANBOARD ZEEHLE T,
0 THREDT R ATk kxk kkx | 2R E LT A FU- «
3-LANBOARD DEARIIA TV ER A,

SRR I S I L 1 F R A BT C TS0,
ST BLIE R

(FIEAMHE)
ENABLE TLEXNSDE L), 5 E R ELET,

ENABLE |Z3%E 3 5&., TLEMED A ERDET,
REDUNDANT DISABLE DISABLE ZRRE T H&, TLEAERRRFIZ6E 321 B O E 1

(DISABLE) LI S OEEL R ET,

[IPv4] TLERERRZTTO UPS (UPSH#1) IZ 33 &7z FU- o 3-LANBOARD
(0.00.0) PIPTRLAZFHELET,

P

REDUNDANT_UPS1

[IPv4] TLEAERRZTTH UPS (UPS#2) [Z i3S 7z FU- o 3-LANBOARD
(0.0.0.0) DIP 7TRVAZFHELET,

TR T OS ¥y MU B LT=5 A2, UPS O %1%
1T DB INDREEITVET,
ENABLE [ZREETHE, TLEMEK TD OS vy b2 T HElIAS

REDUNDANT_UPS2

ENABLE
NN ATy - I 24
REDUNDANT UPS_OFF DISABLE 2}}'(75 ) REDUFIPANT_UPS_OFF_DELAYJ’C?E/Eéi’btﬁéff'aﬁfﬁ
(ENABLE) IZ UPS O 1AM IS E T,

DISABLE IZ8% €T 5L, OS ¥y b 7o MThoiictkb UPS &
HOFE LS EE AL, ZOHE Ny TUNESRDET/ N\
7y T BRI ES AV E T,

17



REHHE

REDUNDANT_UPS_OFF_DELAY

UPS_AUTO_RESTART

UPS1_COMMUNITY

UPS2_COMMUNITY

SNMP_GET_RETRY

SNMP_GET_TIMEOUT

SCRIPT_DELAY_TIME

FORCRE_SHUTDOWN_TIME

LS i
(B fiE)

1~99
(3

ENABLE
DISABLE
(DISABLE)

(public)

(public)

1~99
2)

1~9999
(5)

1~9999
(300)

1~9999
(60)

NE

oS ¥Y¥ v &% o UPS H 5% Ik FE
TREDUNDANT_UPS_OFF | %3 ENABLE D, OS vy ML 73
BHAASIL TS UPS D /1245 132 F CORM&ZR ELET,

AR EMIE FU- o 3-LANBOARD D2 IEFHE (AR DH S
12 B AE R IZRR E L TV DR bk S i, BERE O RV 2
WHRSNET,

PR FICEY TREDUNDANT UPS_OFF_DELAY | Tf#1EL ThH»
5. AR NEIFLIESEES . UPS O a2 TG0 D%
EZITVET,

ENABLE IZRRET D&, AR FEEIROX A7 C UPS D)
NEPASIET,

DISABLE IZ5%E 9 5L, g B EIRL TS UPS O h23HE)
TRthShEEA,

TLEAERZTTS UPS (UPSH#1) (23234172 FU- o 3-LANBOARD
IZ SNMP Get 2479728 @ community name DX EfHAZFREL F
7,

TUEMERCETTS UPS (UPSH2) (2322554172 FU- o 3-LANBOARD
{2 SNMP Get 475726 community name DX EfHZ R EL F
7

SNMP Get DUNTA a4 %74 EL E T,

SNMP Get DHXALT T (FD) ZRELET,

T "N ATV IO FEATRIC T E AT AT BEIC /R D E TDRE
MEfRELET,
BHITEETHMLEITHVET A,

REDUNDANT UPS1 % 7= |& REDUNDANTUPS2 X ¥
FU- a 3-Shutdown O3~ REZELTHL, HI—FHDa~<w R
%§1§?éif®ﬁﬂ'ﬁf FORCRE_SHUTDOWN_TIME | LAY
WCZELEGAIE, b~ HORETF =72 Th Iy v b o
ry‘/zﬁ:F'ﬂ%JizéLi*h FORCRE_SHUTDOWN_TIME | D% (2%
= DAL REZAELIZEAIE, T TIZEL TWAIRID UPS
DIRAEZ TR L T %/Jv/}\é?v/x7)7%@£ﬁﬁﬂ%§:ﬂ%mb
ESr RN

# 3

3. HREMEZKMIEAIZ1E Netshut 7 —F O EEIN LB CTT, 5 —F O HEEIZTT
IPRNAIX[3. 1 —ERDBtE, =1L/ FEE | 22 B L TR0,
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3.5. VAT LAY (Syslog) ~DILEFNE

FU-a3-Shutdown OEIEIZIITH1EHIL OS D A7 L1 (Ivar/log/messages) |CFRdkS iU E
T, RSN DRS OFRNALZOMBIE TRICTRLET,

RLERN A

Netshut CMD OK
(From sk, skkk, ok, sokek) |

Netshut Start
(port @QQEQ).

Netshut Recv Start
(from sekek, skekek, sofok, sokok) |

Netshut Socket Error
(from sk, soksk, skekok, skekok) |

Netshut CMD Error

(from skk, ek, ook, sokok) .~

Netshut STOP.

tep_listen error for 0.0.0.0,
@@@@: Address already in use

Netshut Node isn’t alive

(ip sk, ook, otk sfokok) |

Netshut Node is alive
(ip stk sk, otk sfokok) |

Netshut UPS1 CMD OK (from
sekek, skefok, ok, skekok) |

Netshut UPS2 CMD OK (from
sekek, skekok, ok, skekok) |

Netshut UPS1 RESTOR (from
skekok, skekok, skekok, skekok) |

BTGl

Uy v M UUEENRELL ZESINERICREESINET,

Dok, sk, kk, kokk | |TIX T Y v R E T UAFHEFETTO IP 7 K
LARFERENE T,
Netshut EEHRFICFRER S L E T,

r@eee 123y v v X U552 53 % TCP #fi A — 3
eI ET,

D4 }‘5 W/{nﬁ@ {DE# _uﬂﬁéﬂi‘ﬁ‘

[k, stk sk, ok | [T v v FE T UAEBREILO IPT R
LARGERENE T,

D4 F&‘?/{nﬁ@ {D%E& (/b‘/ }‘@317‘_‘) H# Luaﬁ
EhET,

skt ook, stk stk | [
VANTLIRESNE T,
Yy MU VESOZERKR (ZOMOT T —) FRIFLER S
nE9,

Dok, ok, ok, k| [TIX T v v ME DT UAF
VANTLERENET,
Netshut {&1EFFICREER SN E T,

Iy v MU UAEEEEILD IP T R

BEETDO IP T R

(Linux R Cl¥isk s EE A, )

x v NEUUMEEZIER— FDBEANFLE L IEA IR
ENhEJ,

[@@ee | \Zixv v v NE U e 5 %257 5 TCP #fiiA— Fd
LRI NET,

/) — R (FU- a 3-LANBOARD) D EEHH Cil{E B i H 4E p |2 508k S
nEJ,

[k, ook, ok ok | (XS S &7 b / — K (FU-a
3-LANBOARD) @ IP 7 KL ApiEékSh £,
0 THEEAT RU A [0, ke, skokk kkk | ZEEMASGIR L | CHRE
L7256 13, BEOSREDEIE L A O CTARIAA XS E
A,

/ — R (FU- a 3-LANBOARD) D E&#H Tif3 a7 b DI IRERC
ek S IET,

[k, sokok, ook, okt | [CITBEEHXI R 2D 2 — K (FU- o
3-LANBOARD) @ IP 7 KL A iidk & E 4,

0 TIHEEDT LA T0. sk bk k| ARG SR L U CERE
L7256 013, BEAMSREDEE L A O CARIER TS E
A,

TLEHROA DRSS ET,

TEMENAEORETY v v MY UV EREZ I BICRRSLE
ﬂ—

TLEMR DA DRSS ET,

TRERPENVRECTY Yy AU VEREZ T RIS E
ﬂ—

ﬁﬁ%&wﬁ%ﬁmwﬁﬁﬁéniﬁo

TLRAE LA L VIR RE el TWEHINERER (EE) LT
WA EﬁéﬂiT
U%Z#%/#/F&W/%
LDMEIMEMRLET,

BT SA I TEFEERLTWY
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Netshut UPS2 RESTOR (from
skekok, skekok, skekok, skekok) |

Netshut ALREDY CMD (from
skekok, skekok, skekok, skekok) |

Netshut GET UPS1 STATUS ().

Netshut GET UPS2 STATUS (x).

TLERROEDEICOAEESET,

TR EVIRE T, BH L 22-> TN IEFER (BE) LT
WieBAICEES N ET,

UPS1 B % v N T UEEEZITT4A I 7 CEFERL T
DINEIDEHERLET,

TLREMROA SR DRk ShE T,

TR EVIRIE T, BH L 22-> TN IEFER (BE) LT
WieBAICEES N ET,

UPS1 B % v N T UEREZITTIZA I 7 CEFERLTY
DINE I DEHERLET,

LR O AR OBk ShE T,

V¥ v N T UMEEEZITIZRIT S 5 — D UPS OIRRE & BUfG L -k
REELET,

*|Z 1% JEMA-MIB @ [ jemaUpsOutputSource] DEA AN Y F4,
TLEBROFRICO ARSI E T,

VX v MU UEEEZITTERIT Y 9 —J7 D UPS OIRRE & BAS L 7o f
REmEELET,

*(Z1% JEMA-MIB @ T jemaUpsOutputSource] DfEZNAY £,
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3.5.1. VAT LOST ADEREEH

[L2aZof E#F (5740 ER) ]
Oct 13 19:20:28 ups-sv224 Netshut[2677]: Netshut Start (port 7006).

[ 27 DB vy T AT (574 /LhORRERF) ]
Oct 13 19:22:23 ups-sv224 Netshut[2677]: Netshut Recv Start (from 10.65.11.130).
Oct 13 19:22:23 ups-sv224 Netshut[2677]: Netshut CMD OK (from 10.65.11.130).
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3.6. vy U UEMERFDERTE

FU-a3-Shutdown X ¥ v M U U EEEZETDHE AV A=V THVLENIZHD
“doshutdown.sh”#E{TL %4, 2D “doshutdown.sh” O NEFEZEXMWZ HZ LT vy 7

RHZAM T 07 T DA RAT T O FENTEET,

E1) “doshutdown.sh” DR ZFEDE, OS BIEFITK TLARWGEERHVET,
H2) “doshutdown.sh”i3/ X7 7T R AL BTF0T 4T ) CTEITSNET,

FIHIRBE T “doshutdown.sh” NI FREDHEVIZ /2> TWOET,

#!/bin/sh

sleep 1

Sync; sync; syncs
/sbin/init 0 &

exit 0

ZITIRBIEL T ey M T RN~ R (N T 4L [batch.sh]) 254735 | A2 BHL £
T4, T 74D “doshutdown.sh”® 2 TBICET LW a2 REBRRLET, 2 1THUEIT

Ty MU B THOa R ERDET,

ED) BRESNLAV NS T EITNR T T A R ERHET,
H2) BRI DD E1T UPS H 5 IR 4 143

1E3) OS DXy "M T ATIBRELIZa~ VR T LB TWET DT, < ROFETRES 72 OS D

Ty MU BIVET,

LUTIChlZRLET,

#!/bin/sh

/root/shutdown_scripts/batch.sh —a shutdown
sleep 1

Sync; sync; syncs

/sbin/init 0 &

exit O
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FAF FUAL A=)

4.1.1. Linux (rpm)

UUTFTORNET Linux oD T A A=)V FHETT,

rpm I REEALCT VA A=V 2 EITLE T,
TUAV AN VTN FOa~ Re A LET,

rpm -e FU-A3-Shutdown

4.1.2. Solaris (pkg)
L FONEIL Solaris MHDT A AM— )V IFHETT,

pkgrm 2~ REFHLTT VAV AN—NVEFITLET,
T oA AN—UILL T DA~ RE AT LET,

pkgrm FU-A3-Shutdown

NYF—SRIERXFTHELTLESL,
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¥5E SIS a—T4Y

5.1. o yhE U REESNLEL,
TSIV WRIAEL TUL T OFEZ TR TV,
1. 77AT7 U4 —/L CEENERSIL TV D,
2. FU-A3-LANBOARD R & T FU- A 3-Shutdown 2338 E S TVW5,
3. FU-A3-LANBOARD D% E B[ T ESN TV DIBER =R —EL TR0,
5.2. O YMEMNEBE IP FRLARATIqILA) VT LT,
S NETIAE SO A BRI T AT AT 1E OS #EHED T 7 A 7 —17 4+ — /L (iptables)
ZERAL TRV, @=EFIEL Tliptables | 2 L7 4 VAV TR EEFEHILE T,
1) LUTFORRERIE Red Hat EL 5.3 22— AL AR—/L LT ORBE T 5 TV ET, BEEED
BB IC Lo IR E M RALSAMEEEVETOT, #L<UT Linux OBfIEZZRMBIE ), VAT
LNEPRH ISR TS,

521.BEDIP PRLANSDHEHFR[THIHEE

Firewall DR EIZTRIED IP TRV ZINbD B2 RITSHEE T, LT OB T, Red Hat
Enterprise Linux Server {ZTC FU-a 3-LANBOARD (192.168.1.10) >\ D & Y M 7 UAG 5%
PP G A RLET,

1. A—/—=a2—H—(root) THZ AL LET,
2. iptables =< R LV, filter 7—7 /LT Netshut-Firewall | 7= A Z{ER L £7,
iptables —t filter -N Netshut—Firewall
3. R L7=F =1 (Netshut-Firewall) |Z 192.168.1.10 226D v " 715 (7006/TCP)
Bt 2 7 A (ACCEPT #— /4 o h~U v )L ET,

iptables —t filter —A Netshut-Firewall —p tcp —dport 7006 —s
192.168.1.10 —j ACCEPT

4. MPIAIHRTF A D INPUT 512, | TIERK L7 [Netshut-Firewall | ~¥ v 75~ T
VIN— N 1l BZBHDSYT TN — L ELTTEIILET,

iptables —t filter —=I INPUT Netshut—Firewall
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6.

iptables -L -n

Chain INPUT (policy ACCEPT)

Target prot opt source
Netshut-Firewall all 0.0.0.0/0
RH-Firewall-1-INPUT all 0.0.0.0/0

Chain FORWARD (policy ACCEPT)
Target prot opt source
RH-Firewall-1-INPUT all 0.0.0.0/0

Chain OUTPUT (policy ACCEPT)
Target prot opt source

Chain Netshut-Firewall (1 references)
Target prot opt source
ACCEPT tep 10.65.2.164

Chain RH-Firewall-1-INPUT (2 references)

Target prot opt source

ACCEPT all -- 0.0.0.0/0
ACCEPT icmp -- 0.0.0.0/0
ACCEPT esp - 0.0.0.0/0

ACCEPT ah 0.0.0.0/0
ACCEPT udp -- 0.0.0.0/0
ACCEPT udp -- 0.0.0.0/0
ACCEPT tep 0.0.0.0/0
ACCEPT all -- 0.0.0.0/0

RELATED,ESTABLISHED

ACCEPT tcp 0.0.0.0/0
REJECT all -- 0.0.0.0/0
icmp-host-prohibited

Target prot opt source
ACCEPT tcp 192.168.1.10

% IZIBANLT- iptables DR EERITFLET,

/sbin/service iptables save

BELET AL DIL— V%L FOa<w R CHERLET,

destination
0.0.0.0/0
0.0.0.0/0

destination
0.0.0.0/0

destination

destination
0.0.0.0/0

destination
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
224.0.0.251
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0
0.0.0.0/0

destination
0.0.0.0/0

tcp dpt:7006

icmp type 255

udp dpt:5353
udp dpt:631
tcp dpt:631
state

state NEW tcp dpt:22

reject-with

tcp spt:7006
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522. BED IP PRLANGITIERT 554

Firewall D% EIZTRED IP 7R ANLD AIEGZFEITSHET, LLFOHITIL, Red Hat
Enterprise Linux Server (ZTC FU-a 3-LANBOARD (192.168.1.10) 06D vy M UAF
FIIES T L2562 RLET,

1.

2.

A—/X—2—H—(root) TRZ AL LET,
iptables 2~ RJV. filter 7—7 /L2 Netshut-Firewall | 7= A Z{ER L £7,
iptables -t filter -N Netshut-Firewall

E % L 7= F = A > (Netshut-Firewall ) |2 192.168.1.10 6D vy hZ 713 B
(7006/TCP) D##k: 25 (DROP #—7 v h <P )L E T,

iptables -t filter -A Netshut-Firewall -p tcp --dport 7006
-s 192.168.1.10 - DROP

FIIAILT A D INPUT 72512, | TERL7Z Netshut-Firewall | ~2 v 7' SE5~<
Fo TN —=NE1FBDOT T — L ELTEIMLET,

iptables -t filter -1 INPUT Netshut-Firewall

HELT A DONV— VL FOa~ R CTHERLET,
iptables -L -n
Chain INPUT (policy ACCEPT)
Target prot opt source destination

Netshut-Firewall all -- 0.0.0.0/00 0.0.0.0/0
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT)
Target prot opt source destination

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain OUTPUT (policy ACCEPT)
Target prot opt source destination

Chain Netshut-Firewall (1 references)
Target prot opt source destination
DROP tcp -- 10.65.2.164 0.0.0.0/0 tcp dpt:7006

Chain RH-Firewall-1-INPUT (2 references)

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with

icmp-host-prohibited
Target prot opt source destination
ACCEPT tep -- 192.168.1.10 0.0.0.0/0 tcp spt:7006

% IZIBINLT= iptables DR EAIRATLET,

/sbin/service iptables save

26



